DEFEND TODAY, SECURE TOMORROW

OREGON WATER/WASTEWATER AGENCY RESPONSE
NETWORK CYBER TABLETOP EXERCISE

PURPOSE OF THE EXERCISE: Exercise and improve Oregon Water/Wastewater Agency Response
Network (ORWARN) stakeholders’ knowledge, plans, processes, procedures, and capabilities regarding a
cyber incident.

EXERCISE OBJECTIVES

1. Discuss ORWARN stakeholders’ processes for sharing emergency cyber resources.

2. Explore new and current ORWARN stakeholders’ knowledge of potential cyber threats that could
impact their networks or systems.

Enhance ORWARN stakeholders’ cybersecurity awareness and posture.
4. Support ORWARN stakeholders in the development of their cyber incident response plans.

Identify internal and external communications best practices for a cyber incident.
EXERCISE SCENARIO

A threat actor uses a compromised vendor to steal sensitive business data, disrupt
water/wastewater systems, and impact the organization’s billing processes.

TARGET AUDIENCE - Oregon Water/Wastewater Sector Owner/Operators and partners to
include organizations’ C-Suite/Executives, Public Affairs, and Legal; State and local partners;
trade associations; Federal Bureau of Investigations; U.S. Secret Service; Cybersecurity and
Infrastructure Security Agency (CISA); and the Water Information Sharing and Analysis Center
(WaterlSAC).

CONCEPT - This 4-hour, virtual, non-technical tabletop exercise will be held on August 16,
2022 from 8:00 a.m. - 12:00 p.m. PDT.

SPONSORS - This exercise is brought to you by ORWARN and CISA’s National Cyber
Exercise Program and Region 10 offices.

REGISTRATION - Please click on “Register Now”.

CONNECT WITH US Linkedin.com/company/cybersecurity-
https: .cisa. i ini i and-infrastructure-security-agency

For more information, contact: Jackson Paslaski @CISAgov | @cyber | @uscert_gov

(Jackson.paslaski@cisa.dhs.gov) and Walt Conrad
(walter.conrad@associates.cisa.dhs.gov) Facebook.com/CISA
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